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1. O6mue moJioxKeHus
Hannas MHCTPYKIMS yCTAHABIMBAET MOPSAOK IUIAHUPOBAHMS U MPOBEACHUS MOHHUTOPHHIA
UH(POPMALMOHHON 0€30MacHOCTH aBTOMATU3HPOBAHHBIX CUCTEM, 00padaThIBAIOIINX MEPCOHATBHBIE
IaHHblE, OT HECAHKIMOHHPOBAHHOTO JIOCTYNA, pPACHPOCTPAHEHUs, HCKAKEHUs U  yTPaThl
UH(pOPMALIUN YUPEKISHISL.

2. Buabsl MOHUTOPHHTa HHGOPMAILIHOHHOMH 0€30MACHOCTH

2.1. Monutopuar paboTOCNOCOOHOCTH ammapaTHBIX KOMIIOHEHT aBTOMAaTHU3MPOBAHHBIX
cucreM, 0OpabaThIBaIOIIMX IEPCOHAJNBHBIE aHHbIE, OCYLIECTBISIETCS B IpOLEcce HX
aIMUHUCTPUPOBAHUSA U TIPU MPOBEACHUN PadOT MO TEXHUYECKOMY OOCITYKUBAHHIO 0OOPYIOBaHUS.
Haubonee cymecTBeHHbIE KOMIIOHEHTBI CHCTEMBI, UMEIOIIHE BCTPOCHHBIE CPEACTBA KOHTPOIIS
pabdoTociocoOHOCTH (CepBephl, aKTUBHOE CeTeBOe O0OpPYOOBAHHE) NOJKHBI KOHTPOJIUPOBATHCS
MIOCTOSIHHO B paMKax paboThl aIMUHUCTPATOPOB COOTBETCTBYIOIIUX CUCTEM.

2.2. MOHUTOPHUHT MapOJIbHON 3aLUTHI U KOHTPOJIb HAAEKHOCTH MOJb30BATEIbCKUX MapoJien
NpeIyCMaTPUBAIOT YCTAHOBJIGHHE CPOKOB JENHCTBUS Naposiel, MepUOIUYECKYI0 IPOBEPKY
MIOJIb30BATENBCKHX T1APOJIeH HA KOJUYECTBO CHMBOJIOB U OUEBHIHOCTD C LIEJIbIO BBISIBJICHUS CITA0BIX
naposieii, KOTOpbIE JIerKO yramaTb WM Jemu(poBaTh C IOMOIIBI CIEHUATH3HPOBAHHBIX
MPOTPAMMHBIX CPENCTB (B3JIOMIIUKOB MMAPOJIEH).

2.3. MOHUTOPHUHT NONBITOK HECAHKLIMOHUPOBAHHOIO AOCTYIA

IIpenynpexaeHue U CBOEBPEMEHHOE BbISIBJIEHHUE MOMbBITOK HECAHKLMOHUPOBAHHOIO J1OCTYIa
OCYILECTBJSETCS C MCIOJb30BAHUEM CPEACTB OINEPAlMOHHON CHCTEMBbI M  CIELHAJIbHBIX
IIPOrPaMMHBIX CPEICTB, U NIpeyCcMaTpUBaeT:

—  (pukcanMio HEYHAUHBIX MOMBITOK BXOA B CUCTEMY B CHCTEMHOM XY PHAJIE;

—  IPOTOKOJHPOBaHHE PAOOTHI CETEBLIX CEPBUCOB;

— BbIIBJICHHME (DPAKTOB CKAaHMPOBAHHUS ONPEAEICHHOTO MHana3oHa CEeTEeBBIX IOPTOB, B
KOPOTKHE TPOMEXYTKH BPEMEHH C IIeNIbI0 OOHAPY)KEHHUs] CETEBBIX AHAIM3aTOPOB, M3YYAOLINX
CHUCTEMY U BBIBJISIIOLINX €€ YA3BUMOCTH.

2.4. MOHUTOPHHT MPOU3BOIUTENLHOCTH aBTOMATH3MPOBAHHBIX CHUCTEM, OOpadaThIBarOIINX
NEePCOHAJbHBIE  JaHHBbIE, TMPOM3BOAUTCA IO  OOpAaIleHUsSM  MOJb30BAaTENeH, B  XOae
aIMAHUCTPUPOBAHMSA CUCTEM M MPOBENEHHs NMPOPHIAKTHUECKUX pabOT AJsl BBISIBIEHHS MOIBITOK
HECAHKI[MOHUPOBAHHOI'O JOCTYMNA, MOBJEKIINX CYILIECTBEHHOE YMEHBIIEHUE NMPOU3BOAUTEIBHOCTH
CHUCTEM.

3. Ilopsinok npoBeaeHus1 NPOBEPKH

3.1. TIpoBepka MPOU3BOAMUTCS €KEKBAPTAIHbHO M B 0COObIX curyamusx. OH BKIIIOYAeT
npoBeneHue 0030poB 0E30MaCHOCTH, TECTUPOBAHME CHCTEMBl, KOHTPOJIb BHECEHHsI W3MEHEHHH B
CHCTEMHOE IIPOrpaMMHOE OOECTICHEHHE.

3.2. AKTUBHOE TEeCTHPOBAaHHME HAAEKHOCTH MEXAaHHU3MOB KOHTPOJS JOCTyIa MPOU3BOAUTCS
MyTEM OCYINECTBJICHHUS TOMBITOK MPOHHUKHOBEHHS B CHUCTEMY (C IMOMOIIBIO aBTOMATHYECKOTO
UHCTPYMEHTAPHSI UM BPYUHYIO).

3.3. IlaccuBHOE TECTHPOBAaHME MEXAHU3MOB KOHTPOJS JOCTyNA OCYINECTBISAETCA IyTEM
aHaMM3a KOH(PUTYpalMOHHBIX (aiyoB cucremsl. HMHpopmanus 00 H3BECTHBIX YSI3BUMOCTSIX
U3BJIEKAE€TCS M3 JOKYMEHTAllUd W BHELIHUX HCTOYHUKOB. 3aTeéM OCYIIECTBJSETCS IMpOBepKa
KOH(pHUrypauuu CHCTEMBI C LEJbIO BBIABICHHUS OINACHBIX COCTOSIHMH CHCTEMBI, T. €. TaKUX
COCTOSIHUH, B KOTOPBIX MOTYT MPOSIBIISATE c€0s1 M3BECTHBIE ysi3BUMOCTH. Ecim cuctemMa HaxonuTes B
OMACHOM COCTOSIHHH, TO, C LEJNbI0 HEWTpadu3alyH YsS3BHUMOCTEH, HE0OXOmMMO JHOO H3MEHHUThb
KOH(pHUrypauuo cUCTEMBI (ISl JINKBUAALMH YCIOBUN MPOSBICHHUS YS3BHMOCTH), JTHOO YCTAHOBUTh
NPOTrpaMMHBbIE KOPPEKLMH, JMOO YCTAaHOBUTH APYTrH€ BEPCHH MMPOrpaMM, B KOTOPBIX JaHHAs
ySI3BUMOCTBb OTCYTCTBYET, JINOO OTKA3aThCsl OT UCTIOIB30BAHUS CHCTEMHOIO CEPBUCA, COIEPIKAIIErO
TAHHYIO YSI3BUMOCTD.

3.5. BHeceHnwe wu3MeHEHUH B CHCTEMHOE MPOrPaMMHOE OOECIeueHHe OCYyIIeCTBISETCS
aIMUHUCTPATOPaMH CHCTEM, OO0OpabaThIBaOIIMX TEPCOHANbHbIE [aHHBIE, C O0sA3aTEeIbHBIM



JOKYMEHTUPOBAHUEM HW3MEHEHUI B COOTBETCTBYIOIEM JKypHAJE, YBEOOMIICHHEM KaXXI0ro
COTPYIHHMKA, KOIO KAacaeTCsi HW3MEHEHHWE, BBICIYIIMBAHUEM MPETEH3UH B Clydae, €ClIH 3TO
U3MEHEHHE MPUYUHIIO KOMY-HHUOyAb Bpexn; pa3paboTKOW TIUIAaHOB AEWCTBUH B aBapHIHBIX
CHUTYALMSIX Il BOCCTAHOBJIEHHsI paOOTOCIIOCOOHOCTH CHUCTEMBI, €CIIH BHECEHHOE B HE€ U3MEHEHNE
BBIBEJIO €€ U3 CTPOSL.

4. IlopsinoK AHTUBHPYCHOT0 KOHTPOJIsI
4.1. Jlns 3amuThl cepBepoB U pabodmx CTaHIMI HEOOXOAMMO HCIOJb30BaTh AHTHBUPYCHBIE
MIPOrpaMMBbI:
—  pe3UIeHTHbIe aHTUBUPYCHbIE MOHUTOPBI, KOHTPOJIUPYIOLINE MOAO3PUTENbHbBIE NENCTBUS
porpamm;
—  YTHIUTHI U1 OOHAPYKEHUS U aHAJIN3a HOBBIX BUPYCOB.

42K uWCNOABb30BAHUIO JAOMYCKAOTCA TOJBKO JIMLEH3UOHHBIE CPENCTBA 3allUUThl  OT
BPEIOHOCHBIX MPOrPpaMM W BUPYCOB WM CEePTHU(PHUIMPOBAHHBIE CBOOOTHO pPAaCIPOCTPaHSIEMbIS
AHTUBHUPYCHBIC CPEACTBA.

4.3. Tlpn momo3peHUH Ha HAJWYUE HE BBISBJICHHBIX YCTAHOBJICHHBIMU CPEICTBAMH 3allHUThI

3apakeHuil cnenyer ucnonb3oBath Live CD ¢ ipyruMu aHTUBHPYCHBIMHU CPENICTBAMIL.

4.4. YcTraHOBKA M HACTPOWKA CPEACTB 3allUTBl OT BPENOHOCHBIX NMPOrpaMM U BUPYCOB Ha
paboYnX CTAHILUSIX M CepBEpax aBTOMATH3HMPOBAHHBIX CHUCTEM, 0OpadaThIBAIOIINX MEPCOHAIbHBIC
JaHHbIE, OCYLIECTBJISIETC aAMUHHCTPATOPaMH COOTBETCTBYIOIIMX CHCTEM B COOTBETCTBUHU C
PYKOBOJCTBAMH IO YCTAHOBKE MPHOOPETEHHBIX CPENCTB 3AILUTHL

45. VYcranaBmuBaemoe (U3MEHsEeMOe) TMpPOrpaMMHOE OOecredeHue JOJDKHO — OBITh
IIPEeIBAPUTENLHO NIPOBEPEHO aAMUHUCTPATOPOM CHUCTEMbI Ha OTCYTCTBHE BPEJOHOCHBIX MPOrpamMmm
U KOMIIBIOTEPHBIX BHPYCOB. HermocpencTBeHHO Mocie YCTAaHOBKHM (M3MEHEHHs) MPOrpPaMMHOIO
obecriedeHus1 pabodel CTAaHIMU TOJDKHA OBITh BBIMIOJHEHA aHTUBHPYCHASI TPOBEPKA.

4.6. 3amyck aHTUBHUPYCHBIX IIpOrpaMM JAOJDKEH OCYIIECTBJISITbCS ABTOMATUYECKU 10
3aIaHHIO, LIEHTPAJIM30BAHHO CO3IaHHOMY C MCIOJB30BAHUEM IUIAHMPOBINUKA 3a7a4 (BXOIAIINM B
NOCTaBKy OMNEPALMOHHONW CHCTEMbl JHOO TOCTAaBISIEMBIM BMECT€ C AHTHBHPYCHBIMHU
POrpaMMamHu).

4.7. AHTHBHUPYCHBIH KOHTpPOJIb paboumMx CTaHLUMH HOJDKEH IPOBOAUTHECS €XKETHEBHO B
aBTOMaTH4yeckoM peskume. Eciu mposepka Bcex ¢aiioB Ha quckax padOuMX CTaHIMSX 3aHMMAeT
HernpuemsieMo OOJbLIOE BpeMsi, TO JOMyCKAETCs MPOBOAUTH BHIOOPOUHYIO MPOBEPKY 3arpy304HBIX
oOmacTeil QUCKOB, ONEPATUBHOW MAaMSTH, KPUTUYECKH BaXKHBIX WHCTAJUTUPOBAHHBIX (HaiiIoB
OTIEPAI[MOHHON CHCTEMbI M 3arpykaeMbix (pailyioB MO CeTH WM C BHEIIHUX Hocutesiedl. B stom
cilydae TOJIHasi NPOBEpKa AOJDKHA OCYILIECTBIISITbCS HE PEKe OIHOIO pasa B HENENI0 B NMEpPHOJ
HEaKTUBHOCTU Mosb3oBaress. Ilonb3oBaTensM peKOMEHAYyeTCs OCYILECTBIATh IOJHYIO MPOBEPKY
BO BpeMmsl mepepbiBa Ha ob0en myTeM mnepeBoja pabodell CTAaHIMU B COOTBETCTBYIOINUH
ABTOMATHYECKUI PeXUM (PYHKLIMOHUPOBAHUS B 3aIIEPTOM ITOMELCHHUH.

48. OOs3aTenbHOMY AHTHUBHPYCHOMY KOHTPOJIKO TOMJISKUT Jodas  uHPOpMaLus
(ucronmusiemMble  (paiinpl, TeKCTOBbIe (ainbl OOBIX (popmaTos, (alnbl NaHHBIX), MOJIydaeMmas
MOJIb30BATENIEM [0 CETH WM 3arpy’kaeMass CO CBbEMHBIX HOCUTeNeH (MarHUTHBIX MAHCKOB,
ONTUYECKUX IHUCKOB, (uai-HakornuTenedl u 1.m.). Kontpons mHpOpMaLuu NOKEH MPOBOAUTHCS
AHTHBHPYCHBIMH CPEICTBAMH B MPOLECCE HIIM Cpaszy IOCHE €€ 3arpy3kd Ha pabodyro CTaHIHIO
nojip3oBarenst. Paiiipl, MOMeInaeMble B 3JIEKTPOHHBIA apXUB, JOJDKHBI B OOSI3aTEIHOM IOPSIKE
MPOXOAUTb AaHTUBUPYCHBIN KOHTPOJIb.

4.9. YcranaBnuaeMmoe (M3MEHsIEMOE) Ha CEepBephbl MpOrpaMMHOe 00eCIieYeHre TOKHO ObITh
MpeIBaAPUTENLHO MTPOBEPEHO aAMUHHUCTPATOPOM CUCTEMbI Ha OTCYTCTBHE KOMIIBIOTEPHBIX BUPYCOB
U BPEIOHOCHBIX NporpamMMm. HemocpeacTBeHHO NOcCie YCTaHOBKU (M3MEHEHMsI) MPOrPaMMHOIO
oOecriedeHus1 cepBepa AOJDKHA ObITh BHIMIOJIHEHA aHTHBHPYCHAS IIPOBEPKA.

S. Ilopsanok aHAIU3a HHUUACHTOB



5.1. Ecniu amMUHHCTpATOp CUCTEMBI, 00padaTbIBaroIiell epCOHANbHbIE JaHHbBIE, IO103PEBACT
WIA TONYYHJ COOOIIEHHE O TOM, YTO €ro CHCTeéMa IIO/IBEPraeTcsl aTake WId YxXe Obuia
CKOMIIPOMETHPOBAHA, TO OH JIOJPKEH YCTAHOBUTD!

—  (aKT MombITKH HeCaHKIMOHUpoBaHHOTO noctymna (HC/),

— npogoimxkaercs a1 HC/ B HacToALIUI MOMEHT;

—  kT0 saBisieTcs ucrounnkom HCJ;

—  yto sBisercs odbektom HCJL;

— korna npoucxoauna nomnsitka HCJL,

—  Kak ¥ IPH Kakux o0cTosiTenbeTBax Obuta npennpunsTa nonsitka HC/J;

—  TO4YKa BXOJa HapYyLIUTENSl B CUCTEMY,

—  ©Obwra mu moneiTka HCJL yenemHoix;

—  ONpEeIeNUTh CUCTEMHBIE PECYpChl, 0€30IaCHOCTh KOTOPBIX OblLIa HAPYLICHA,

—  kakoBa MotuBanus monbitku HCJI.

5.2, HOns seisienenus: nonbiTkn HCJ| HeoOXOAMMO YCTAaHOBUTH, KaKWe MOJIb30BATEIH B
HACTosIIee BpeMsi pabOTaIOT B CHCTEME, Ha KaKUX padO4YMX CTAHIHSIX. BBISIBUTH MOAO3PUTEBHYIO
AKTUBHOCTb MOJIb30BATEJICH, MPOBEPUTh, YTO BCE MOJIB30BATENM BOLLIM B CHCTEMY CO CBOHUX
pabounx MecT, U HUKTO U3 HUX He paboTaeT B cucteMe HeoObIYHO Aoaro. Kpome Toro, HeoOxoaumo
MPOBEPUTH, YTO HUKTO U3 MOJIb30BATENEH HE BBIOIHAET NONO3PUTENBHBIX TPOrPaMM U IIPOTrPaMm,
HE OTHOCSIIUXCA K €ro 00JIaCTH AEATENbHOCTH.

53. Ilpu aHanu3e CHUCTEMHBIX >KYPHAJIOB aQAMHHHCTPATOPY HEOOXOIUMO MPOU3BECTH
CIEAYIOLINUE NEeUCTBUSA:

—  TPOBEPUTh HAJIMYME MOAO3PUTENBHBIX 3alUCEd CUCTEMHBIX >KYPHAJIOB, CAECJIAHHBIX B
nepuon npexmnonaraemor nonbitku HCJI, Bkirouast BXOM B CHUCTEMY MOJIb30BATENIEH, KOTOPBIE
JOJIKHBI OBbI OBLTH OTCYTCTBOBATH B TOT MEPHOJ BPEMEHH, BXOIbI B CHCTEMY M3 HEOKUIAHHBIX
MECT, B HEOOBIYHOE BpeMsi U Ha KOPOTKUH MepHO BPEMEHH,

—  TIPOBEPUTH HE YHUUTOXKEH JIM CUCTEMHBIH XKYPHAJI U HET JIU B HEM ITPOOEIIOB;

— INPOCMOTPETb CIUCKU KOMAaHJ, BBINOJHEHHBIX IOJb30BATENIIMH B PAacCMaTPUBAEMBII
NepPUOJl BPEMEHH,

— TPOBEPUTHb HAJIUYHE MCXOMSIIUX COOOLICHWH 3JIEKTPOHHOW TOYTHI, aapeCOBAHHBIC
MOAO3PUTENIBHBIM XOCTaM;

—  TIPOBEPUTH HAINYHE MECT B )KypHAJIaX, KOTOPBIE BBITISAST HEOOBIYHO,

- BbIAABUTH  MOIBITKW TOJYYUTH MOJHOMOYHA  CYNCPIOJB30BATCIIA WU APYIroro
MPUBUJICTUPOBAHHOI'O MTOJB30BATECIIA,

—  * BBISIBUTh HAJIMUUE HEYIAUHBIX MOMBITOK BXOJIa B CUCTEMY.
54. B xome aHamM3a OKypPHAJOB AaKTUBHOIO CETEBOro O0OpyIOOBaHUS (MOCTOB,
MEePEeKITIoYaTENIeH, MAPIIPYTU3ATOPOB, IIJTFO30B) HEOOX OAMMO:
— TMPOBEPUTH HAJIMYME MOAO3PUTEBHBIX 3aMUCEH CUCTEMHBIX XYPHAJIOB, CHEJIAHHBIX B
nepuoa npeanonaraemoi noneitku HCJI;
—  TPOBEPUTH HE YHUUYTOXKEH JIU CUCTEMHBIN )KYPHAJ M HET JIH B HEM IPOOeIoB;
—  TPOBEPUTH HAJTMYUE MECT B JKypPHAJIaX, KOTOPBIE BLITJSIAST HEOOBIUHO,
—  BBISIBUTH MOMBITKU H3MEHEHHS TaOJ ML MAPIIPYTHU3ALNH U aIPECHBIX TAOJIHII,
—  TPOBEPUTH KOH(QUTYPAIMIO CETEBBIX YCTPOMCTB C ILEJBI0 ONPEnesieHUs BO3MOXKHOCTH
HAXOXIEHUS B CUCTEME MPOrpaMMBbl, MPOCMATPHUBAIOILIEH BECh CeTEBOH Tpad UK.
5.5. Jnsi oOHapykeHHsT B CHUCTEME CJIEIOB, OCTABJICHHBIX 3JIOYMBIILIEHHUKOM, B BHIE
(halioB, BUPYCOB, TPOSHCKUX MPOrPaMM, U3MEHEHUS] CHCTEeMHOH KOH(pUTypauu HeoOX OANMO:
—  COCTaBHTb 0A30BYIO CXEMY TOTO, KaK OOBIMHO BBITJISIAUT CHCTEMA,



— TPOBECTH TMOHCK TIONO3PHUTENBHBIX (PaiiyioB, CKpbIThIe (Gainb, uMeHa GaliioB U
KaTaJIOrOB, KOTOPBIE OOBIYHO HCIIONB3YIOTCS 3710y MBILIJICHHUKAMUY,

— TPOBEPUTH CONEPKUMOE CHUCTEMHBIX (PailioB, KOTOpbIE OOBIMHO HW3MEHSIOTCS
3JI0YMBILIJIEHHUKAMU,

—  NPOBEPUTH LEIOCTHOCTb CUCTEMHBIX IPOTPaMM;
—  TIPOBEPUTH CUCTEMY ayTEHTU(UKALINH U aBTOPU3ALINH.

5.6. B ciyuae 3apakeHHs1 3HAYUTEIBHOTO KOJMUECTBa pabounX CTaHIMHA MOCTE yCTPAHEHUs
€ro MOCJIeICTBUI NPOBOAUTCS] CACTEMHBIN ayquT.



