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1. O6LLMe NonoxXKeHUs
,ﬂ,aHHaﬂ |/|HCprKL|,I/If-| yCTaHaB/MBaeT NOPAAOK NNaHUPOBaHNA N NPOBEAEHNA MOHUTOPUHTa
NHpOPMaLMOHHONM 6e30NacHOCTM aBTOMaTU3MPOBaHHbIX CUCTEM, 06pabaTbiBaloLLMX NEPCOHANbHbIE
[laHHble, OT HEeCaHKUMOHWPOBAHHOIO A0CTyMNa, PacrnpoCTpaHeHWsl, WUCKaXXeHMa W  yTpaTbl
NHpopMaLNKM YUPEXOEHNUS.

2. Bugbl MOHUTOPUHra HOPMaLMOHHOW 6e30MacHOCTH

2.1. MoHWUTOpMHI paboTOCMOCO6HOCTM annapaTHbIX KOMMOHEHT aBTOMaTU3MPOBaHHbIX
cucteMm, ob6pabartbiBalOWMX MEpPCOHaNbHble  AaHHble, OCYLUEeCTB/AETCA B  Mpouecce  uUX
aAMUHUCTPUPOBAHUA 1 NPV NPOBEAEHUM paboT Mo TEXHUYECKOMY 06CTYXUBaHUIO 060pyL0BaHUA.
Haunbonee cyuwecTBeHHble KOMMOHEHTbI CUCTEMbI, MMeEKLIME BCTPOEHHbIE CPEeACcTBa KOHTPONA
paboTocnocob6HOCTN (CepBepbl, aKTMBHOe ceTeBOe 060pYAOBaHME) LO/MKHbI KOHTPO/MPOBATHLCA
MOCTOAHHO B paMKax paboTbl aAMUHNCTPATOPOB COOTBETCTBYIOLLINX CUCTEM.

2.2. MOHUTOPWHT Napo/ibHOM 3aLlinTbl U KOHTPO/b HAAEXHOCTW MO/b30BaTe/IbCKMX Naponein
npefycmMaTpmBalT YCTaHOB/IEHWE CPOKOB [JeWCTBUA Naposieid, Mepuoumyeckyro MpoBepky
Nnonb30BaTe/IbCKUX Naposieli Ha KoNMYyecTBO CMMBOJIOB U OYEBUAHOCTb C Liefibl0 BbISIBNEHUSA CnabblX
naposieil, KOTOpble JIerKO YyragaTb WM [AewndpoBatb C MOMOLLbI  Cneunannu3mpoBaHHbIX
nNporpaMMHbIX CpeacTB (B3NOMLLMKOB Maposnei).

2.3. MOH/TOPUHI NOMNbITOK HECAHKLUMOHUPOBAHHOIO A0CTYyNa

MpefynpeXxaeHne N CBOEBPEMEHHOE BbIIB/IEHWE MOMNbITOK HECAaHKLUMOHMPOBAHHOrO JOCTyna
OCYyLLeCTBNSAETCA C WCMO/Mb30BaHWEM CPeACTB  OMEepauMoOHHOMW CUCTEMbl W CreunanbHbIX
nporpaMMHbIX CPEACTB, U NpeAycMaTpuBaeT:

(hMKcauunto HeyfauyHbIX MOMbITOK BXOAa B CUCTEMY B CUCTEMHOM XYpHane;

- MPOTOKO/MMPOBaHNE PaboThl CETEBbLIX CEPBUCOB;

- BblfIBNeHWe (haKTOB CKaHMPOBaHMS OMpefieleHHOro AuanasoHa CeTeBbIX MOPTOB, B
KOPOTKME MPOMEXYTKN BPEMEHU C LeNIbl0 0BHAPYXXEHUSI CETEBbIX aHa/NM3aTOPOB, M3y4arolnx
CUCTEMY U BbISBAAIOLWMNX €€ YA3BUMOCTH.

2.4. MOHUTOPUHT NPOW3BOANTENLHOCT aBTOMATU3MPOBAHHbLIX CUCTEM, 06pabaTbiBaKOLLUX
nepcoHanbHble  AaHHble, NPOM3BOAMTCS MO  obpalleHWsM  Nonb3oBaTenei, B  Xope
afiIMVUHNCTPUPOBAHNSA CUCTEM U NPOBEAEHUS NMPOPUNAKTUYECKUX PabOT ANS BblSBNEHUS NOMbITOK
HeCcaHKLMOHMPOBAHHOIO A0CTYNa, MOBMAEKWMWUX CYLLECTBEHHOE YMEeHbLUeHWEe NPOU3BOANTENbHOCTH
cucTeMm.

3. TopsagoK npoBefeHNA NPOBEPKN

3.1. Tposepka MNPOM3BOAMTCA eXeKBapTaJibHO M B 0C06bIX cuTyaumsax. OH BKIOYaeT
nposegeHne 0630poB 6e30MacHOCTM, TECTUPOBAHME CUCTEMbI, KOHTPO/Ib BHECEHUS W3MeHeHWl B
CUCTEMHOe nporpaMmmMmHoe obecreyeHue.

3.2. AKTMBHOEe TecTMpOBaHWe HafeXXHOCTU MeXaHWU3MOB KOHTPONsA AOCTyna Mpou3BOAUTCS
nMyTemM OCYLLECTB/NEHMUA MOMbITOK MPOHWKHOBEHUA B CcuUCTeMy (C MOMOLLbK aBTOMAaTUYECKOrO
WNHCTPYMEHTApUS UMW BPYYHYIO).

3.3. laccuBHOe TecTMpOBaHME MeXaHW3MOB KOHTPOAA [OCTyna OCYLLECTBNAETCA MNyTem
aHanmMsa KOH(UrypaumoHHbIX (ainoB cuctembl. WHpopmauuns 06 W3BECTHbIX YA3BUMOCTAX
N3BfeKaeTca M3 [OKYMeHTauuMuM W BHELWHUX WCTOYHWKOB. 3aTeM OCYLLEeCTB/IAeTCA MNpPOBEPKa
KOH(Mrypayuym CcUCTEMbl C LeNbl0 BbISBNEHUSA OMacHbIX COCTOSAHWUIA CUCTEMbIl, T. €. TaKuX
COCTOSIHUI, B KOTOPbIX MOTYT NPOSABNATL CebA U3BECTHbIE YA3BUMOCTU. ECnu cuctema HaxoauTcsa B
OMacHOM COCTOSHWW, TO, C LeNbl0 HelWTpanusauuu ysa3BUMOCTEN, HEoOXoAMMO NM60 U3MEHUTH
KOH(Mrypaumo cuctembl (408 NMKBUAALUN YCNOBUIA NPOSABNIEHUSA YA3BUMOCTU), MO0 YCTAaHOBUTH
nporpaMMHble KOppeKuun, nnbo yCTaHOBUTbL Apyrue BepcuMM MporpaMM, B KOTOPbIX [aHHas
YyA3BMMOCTb OTCYTCTBYET, MO0 0TKa3aTbCA OT UCMO/b30BaHUA CUCTEMHOIO CepBuca, COAepKaLlero
JaHHYI0 YA3BMMOCTb.

3.5. BHeceHVe MW3MeHeHMI A B CUCTeMHOe nporpaMMHoe obecneyeHne OCyLLecTBAAETCA
agMuHMCTpaTopaMmy cuctem, o6pabaTbiBalOWMX MEPCOHalbHbIe [aHHble, C 006A3aTeNbHbIM



AOKYMEHTMPOBAHMEM W3MEHEHWA B COOTBETCTBYHOLLEM )KypHane; YBeAOM/IEHMEM KaXAoro
COTPYAHMKA, KOr0 KacaeTCd W3MEHEeHWe; BbICNyLIMBAHWEM TMPETEH3MIn B Cly4vae, ecnim 3To
M3MEHEHME MPUUYMHUNO KOMY-HMOGYAb Bpes; pPa3pabOoTKOW nnaHOB [AeWCTBUI B aBapUiHbIX
cuTyaumax Ans BOCCTAHOB/IEHWUA pabOTOCNOCOOHOCTU CUCTEMbI, €C/IN BHECEHHOE B Hee M3MeHeHue
BbIBENO €€ U3 CTPOS.

4. TlopAnoK aHTUBUPYCHOIO KOHTPONA
4.1. Ons 3aWunTbl CepBepoB U paboumx cTaHUMn HEO6XOAMMO MCMONb30BaTb aHTUBUPYCHbIE
nporpamMmmbl:
- pe3nLeHTHbIE aHTUBUPYCHbIE MOHUTOPbI, KOHTPONNPYIOLLME NOLO3PUTENbHbIE AeACTBUS
nporpamm;
- YTUAUTBI 418 0OHapY>XXeHUs N aHann3a HOBbIX BUPYCOB.

4.2. K wncnonb3oBaHWIO [0OMYCKalOTCA TOJMIBKO JIMUEH3WOHHbIE CpeAcTBa  3alWuTbl  OT
BPeAOHOCHbLIX MpOrpaMM K BUPYCOB WUAN CepTUQPMULMPOBaHHbIE CBOBGOLHO pacnpocTpaHsemble
aHTUBUPYCHbIE CpefcTBa.

4.3. Mpun nofo3peHnn Ha HaIMume He BbIIBAIEHHbLIX YCTAHOB/IEHHbIMWU CPeAcTBamMu 3aLiuThl

3apaxKeHuii cnegyet ucnosb3osatb Live CD ¢ gpyrumu aHTUBUPYCHbIMY CPeACTBaMU.

4.4. YCcTaHOBKa M HacTpoilKa CPefCcTB 3alMTbl OT BPEAOHOCHbLIX MpOrpamMM M BUPYCOB Ha
paboymx CTaHUMAX U CepBepax aBTOMAaTU3MPOBAHHbLIX CUCTEM, 06pabaTbiBalOLLMX MEpCOHalbHbIe
[aHHble, OCYLeCTB/AeTCA afMWHUCTPaTopaMy COOTBETCTBYIOLIMX CUCTEM B COOTBETCTBUWU C
PYKOBOACTBaMU MO YCTaHOBKE NMPUOBPETEHHBIX CPeACTB 3aluThl.

4.5. YcTaHaBnuBaemoe (M3MEHAeMOe) nporpamMMHoe obecneyvyeHne [LOMKHO  ObiTb
npeLBapuTeIbHO MPOBEPEHO aAMUHUCTPATOPOM CUCTEMbI Ha OTCYTCTBME BPEAOHOCHbLIX Nporpamm
N KOMMbIOTEPHbLIX BUPYCOB. HenocpeACcTBEHHO MOCNE YCTaHOBKW (M3MEHEHWA) MPOrpaMMHOro
obecrneyeHuns paboyein CTaHUUKM AOMKHA ObITb BbIMOIHEHA aHTMBUPYCHAs NPOBepKa.

4.6. 3anycKk aHTMBUPYCHbIX MpOrpamMm [AO/DKEH OCYLLeCTBAATLCA aBTOMaTU4YeckKu no
3aflaHunI0, LeHTPannM30BaHHO CO34aHHOMY C UCMO/b30BaHMEM MNaHWPOBLYMKa 3aday (BXO4AWMM B
NOCTaBKYy OMepaunoHHOMW  cucTemMbl MO0  MOCTaBNSEMbIM  BMECTe C  aHTMBUPYCHbIMU
nporpaMmmamm).

4.7. AHTUBMPYCHbIA KOHTPONb PpaboymMx CTaHUWIA [O/MDKEH MNPOBOAUTLCA €XeAHEeBHO B
aBTOMaTU4YeCKOM pexxume. Ecnu npoBepka Bcex (aifioB Ha AMCKax paboumx cTaHUMAX 3aHUMAeT
HenpuemneMo 60NbLIOe BPeMs, TO LOMYCKaeTCH MPOBOAMTL BbIOOPOUHYO NPOBEPKY 3arpy30UHbIX
obnacteli AUCKOB, ONEpPaTUBHON MaMATU, KPUTUYECKM BAXKHbIX WHCTaNIMPOBaHHbIX (ainnos
OMNepaLnoHHON CUCTeMbl M 3arpyaembix (ailfioB Mo CETU WAM C BHELWHUX HocuTenei. B 3aTom
Cflyyae nojiHas MpoBepKa [O/HKHA OCYLLEeCTBNATLCA HE pPeXe OLHOro pasa B Hefesnllo B Mepuoj
HEaKTUBHOCTW Mnosib3oBaTenid. [10/1b30BaTeNIAM PeKOMEHAYeTCsA OCYLLeCTBATb MOJIHYI MPOBEPKY
BO Bpems nepepbiBa Ha o06e4 nyTtem nepesoja paboyei cTaHUMWM B COOTBETCTBYHOLLUNA
aBTOMaTUYECKUI PeXNUM (PYHKLMOHMPOBAHMSA B 3aMepTOM NMOMELLEHUN.

4.8. 0O6A3aTeNIbHOMY aHTMBUPYCHOMY KOHTPO/KO  MOANEXUT nwbas  MHpopmayms
(ncnonHsemble (aiinbl, TEKCTOBble (alinbl NO6bIX (opMaToB, ¢ainibl [AaHHbIX), MOAy4Yaemas
nonib3oBaTesieM MO CeTM WAN 3arpy)kaemass CO CbeMHbIX HocuTened (MarHUTHLIX AUCKOB,
ONTUYECKNX [UCKOB, (bnaw-Hakonutenein u T.n.). KOHTpoONb MH(OpMaunn A0MXKEH MPOBOAMTLCA
aHTVMBUPYCHbIMW CPefCTBaMW B MPOLLECCe WM cpasy Mocne ee 3arpys3kum Ha paboyyr CTaHuuio
nonb3osarens. ®ainbl, NoMellaemMble B 3/1eKTPOHHbIA apXmB, AO/XKHbI B 0653aTe/IbHOM MopsnKe
NPOXOANTb aHTUBUPYCHbIA KOHTPO/Ib.

4.9. YcTtaHaBnMBaemoe (M3MeHSieMOe) Ha cepBepbl NporpaMMHoe obecneyeHne AOMXKHO ObiTb
npefBapuTe/IbHO NPOBEPEHO afMWHNUCTPATOPOM CUCTEMbI Ha OTCYTCTBME KOMMbIOTEPHbLIX BUPYCOB
N BPEAOHOCHbLIX Mporpamm. HenocpeacTBEHHO MNOC/Me YCTaHOBKM (M3MEHEHMs) MpPOrpaMmHOro
obecneyeHuns cepsepa f4OMKHA ObITb BbINOMHEHA aHTUBMPYCHAs NpPoBepKa.

5. [NopAapok aHanmsa UHUMOEHTOB



5.1. Ecnn agMuHucTpartop cucteMbl, obpabaTbiBatoLLeil NepcoHanbHble faHHble, NOA03peBaeT
WM nonyymn coobuieHMe 0 TOM, UTO ero cucTema MOABepraeTcs aTake WAM yxe 6blna
CKOMMPOMETHPOBaHa, TO OH A0/IKEH YCTAHOBUTb:

- (baKT NONbITKWN HECAaHKUMOHMpPOBaHHOTO goctyna (HCA);

- npopgomkaetca im HC/ B HaCTOAWMIA MOMEHT;

- KTO AB/sieTCA UCTouHNKom HC/L;

- yTo aABngeTcA 06bekTOoM HCU;

- Korfa npoucxogmna nonbiTka HCA,;

- Kak 1 npu Kaknx obcToaTenscTBax bbina npegnpuHaTta nonsitka HCA;

- TOYKa BX0Ja HapyLiuTesna B CUCTEMY,

- 6blna n nonbiTka HC/J, ycnewHow;

- ONnpegenuTb CUCTEMHble pecypchbl, 6€30MacHOCTb KOTOPbIX Obl/la HapYyLUEeHa;

- Kakosa moTtmBauma nonbiTkm HC/.

5.2. Ona BbigBneHns nonbiTkn HCJO Heo6X0AUMMO YCTaHOBWUTb, KaKuMe NOMb3oBaTenn B
HacTosLlee Bpems paboTaloT B CUCTEME, HA KaKUX pabounx cTaHumAX. BbiSBUTL MOLO3PUTENBHYIO
aKTMBHOCTb MONb30BaTeNiell, NMPOBEPUTb, YTO BCe MNO/b30BAaTENIN BOWAM B CUCTEMY CO CBOUX
paboymx MecT, N HUKTO M3 HUX He paboTaeT B CUCTeEMe HEOObIYHO f0/r0. KpoMme Toro, He06xo4MMo
NPOBEPUTL, YTO HUKTO M3 MONb30BaTeNEl He BbIMOAHAET NOAO3PUTENbHBLIX NPOrpamMmM 1 Nporpamm,
He OTHOCSALLLMXCS K ero 061actu gesTenbHOCTH.

5.3. Tlpn aHanm3e CUCTEMHbLIX >XYPHaNOB afMWHUCTPATOPy Heo6X04MMO MNPOU3BECTM
cnefytoLimne aencTems:

- NPOBEpUTb Hanuume MNOAO3PUTENIbHBLIX 3anMCel CUCTEMHBIX XXYPHaNoB, CAeflaHHbIX B
nepuog npegnonaraemori nonbiTkm HC, BKAtOYas BXOL B CUCTEMY MO/b30BaTefieil, KOTOpble
LOMKHBI 6bl 6bIAN OTCYTCTBOBATL B 3TOT NEPUOL BPEMEHU, BXOAbl B CUCTEMY M3 HEOXULAHHbLIX
MecCT, B HeO0ObIYHOE BPeMS 1 Ha KOPOTKNUIA Nepnoj BpeMEHU;

- MPOBEPUTb HE YHUUTOXEH /I CUCTEMHbINA XYPHaI U HET /in B HEM NPO6enos;

- NPOCMOTPEeTb CMWCKU KOMaHZ, BbIMOJSIHEHHbIX M0/b30BaTENAMWU B paccMaTpuBaeMblii
nepuos BpeMeHu;

- NPOBEpPUTb HaIMUyMe WUCXOLAWMX COOOLLEHUI 3NeKTPOHHON MNOoYTbl, afpecoBaHHbIe
Nnoj03puTeNIbHbIM XOCTaMm;

- NpOBepuUTb Ha/lN4yue MeCT B XXYpHanax, KOTopble BbIrNA4AT HE0ObIYHO;

- BbIIBUTb  MOMNbITKM MOMYYATb  MONHOMOYMA  CYyneprnonb3oBaTens WM ApYyroro
MPUBMIETMPOBAHHOIO NO/b30BaTeNS;

- *BbIIBUTb Ha/MuMe HEY[A4YHbIX NOMbITOK BXOAA B CUCTEMY.

54. B xope aHanMsa >KypHa/oB aKTMBHOrO ceTeBoro obopyposaHus (MOCTOB,
nepeknYarenei, MmapLIpyTU3aTopos, L/H30B) HEOOX0AMMO:

- NPOBEpPUTb HanM4yuMe MNOAO3PUTENIbHBLIX 3annCel CUCTEMHbIX XXYPHanoB, CAeflaHHbIX B
nepuog npegnonaraemoi nonsiTkn HCA;

- MPOBEPUTb HE YHUUTOXEH NI CUCTEMHbIV XXYPHaN 1 HET N B HEM NPO6ENOB;

MPOBEPUTHL HaMUYME MECT B XXYpHasiax, KOTOpble BbIFTNSAAT HEOObIYHO;

BbIAIBUTb NOMbITKN M3MEHEHWA TabnuL MapLupyTmU3aLmMm n agpecHbixX Tabnumuy,;
- NpPOBepUTb KOH(Mrypauuto CeTeBbIX YCTPOWCTB C LENbi onpeAeneHns BO3MOXHOCTU
Hax0XX/eHWNs B CUCTEMe NporpamMmmbl, NPOCMaTpPUBatoLLEl BECb CETEBON TpauK.
5.5. Ana o6Hapy>XeHUs B CUCTeMe CNejo0B, OCTaB/EHHbLIX 3/10YMbILUNEHHUKOM, B BUAe
(harinos, BUPYCOB, TPOSSHCKUX NPOrpamMm, U3MeHeHUS CUCTEMHON KOH(Urypaymum Heo6xXo4MMo:
- cOoCTaBUTb 6a30BY0 CXeMy TOr0, Kak 00bI4HO BbITNSANT CUCTEMA,;



- NPOBECTM MNOUCK MNOLO3PUTENbHbLIX (halinoB, CKpbITble (ainbl, MMeHa (ainos u
KaTasoros, KOTOpble 06bIYHO MCMOMb3YHTCS 3M10YMblLNEHHUKAMN;

- NpoBepuUTb COAEPXMUMOE CUCTEMHbIX  (haiinoB, KOTOpble O0ObIYHO  WM3MEHSTCA
3710YMbILINIEHHUKAMK;

- MpOBEPMUTb LLENOCTHOCTb CUCTEMHBIX NPOrpamMm;
- MpOBEpUTb CUCTEMY ayTEHTU(PUKALUM U aBTOPU3ALNN.

5.6. B cnyvae 3apaxeHMs 3HAYMTENbHOrO KOAMYecTBa paboymx cTaHUWiA nocne ycTpaHeHus
€ro nocneAcTBUin NPOBOANTCA CUCTEMHbIN ayanT.



